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Lead Speaker Introduction

Lincan LI

PhD Student (15t year), Florida State University
Reliable Al (RAI) Lab, Department of Computer Science
Advisor: Prof. Yushun Dong

Research Interests:

A Large Language Models (LLMSs)

A Graph Neural Networks & Graph Learning
A Data Privacy & Security

A Spatial-Temporal Data Mining

Selected Achievements:

A Co-First Author of KDD 2025 Survey on Model Extraction Attacks & Defenses
A Lead Organizer, FSU Computer Science Student Seminar

A Main Contributor, Open -Source Projects:STG-Mamba, PyGIP

A Reviewer for NeurlPS, IJCAI, AAAI, SIGKDD, ICML, etc.

A Publications in top Al conferences & journals
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Large Language Models are transforming

every industry
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Azure OpenAl Service for Enterprise Document
Intelligence
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b2 ﬁé Azure OpenAI Overvnew v & share S ShowOverlays % Configure

v . v )| A v 1mo Past 1 Month T v « m Q
R Usage Overview
Azure OpenAl Instances Total Token Usage
p |6 1.22k
Total Requests Average Request Latency

Track Azure OpenAl usage and
performance. You can use this

dashboard to monitor your API * Datadog OpenAl Integration
requests, token usage, and track Documentation
performance both in aggregate as well « Monitor OpenAl with Datadog Blog PY

as by model.

Further reading:

Azure OpenAl Instance Details

NAME REGION RESOURCE_GROUP SUBSCRIPTION_NAME SUM:AZURE.COGNITIVESERVICES ACCOUNTS.COU... |, TOTAL TOKEN USAGE
prod-us-east eastus production datadog-agent-build-and-demo 1 1.22k
prod-can-east canadaeast production datadog-agent-build-and-demo o 1 0
sandbox eastus sandbox datadog-agent-build-and-demo 1 0
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. **

. Microsoft
Azure
G openal
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AWS Bedrock + LLM for Customer Support Automation
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LLM as Traffic Control System at Urban Intersections
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LLM -Driven Meteorological Forecasting & Disaster

Response

Background & Motivation |

Disaster Disaster %{u Disaster Disaster @3
Mitigation Preparedness Response Recovery
‘ ) [ Disaster Identiﬁcati(:n ] [ Disaster Impact Assessment ]
. Relevance Classification T3 ; . A . 8
[ Vulnerability Assessment ] [ Pl;:l:lhc;::v;:ir;ss ] \ 4 = Dam/Sent Classification g8 ﬁ

Damage Estimation

Vulnerability Classification ‘

Answer Generation

Knowledge Extraction

[Disaster Situation Assessment]

-
Answer Generation
Statistic Extraction

3
v

[ Recover Plan Generation ]

Situation Classification i J®)

Severity Estimation i
Description Generation J®)
Y

'.I.‘

Answer Generation

l

[

Disaster Information

Disaster Forecast Plan Generation

Re - Relevance
Inf - Information
Loc - Location
Dam - Damage
Sent - Sentiment

) | )

o

Coordination

Occurance Classification i_ﬁj Usefulness Estimation = *
<
Re/Inf/Need Classification i;é) [ Recover Process Tracking ]
-
Loc/Summary Extraction T Sentiment Classification i

—

Disaster Warning Report Generation

£
Encoder-based LLM (ELM)

o

Decoder-based LLM (DLM)

Warning Generation *

Disaster Rescuing

Image Generation d@]

!

Plan Generation

Code Generation

@]

) rew
T TS
: V4

Evacuation Planning [ Disaster Issue Consultation ]

)

Multimodal LLM (MLLM) )

Collecting posts
related to a disaster

Plan Generation Answer Generation d J®)

o

Classifying and localizing posts to
identify issues reported by citizens

Generating detailed reports
from collected user feedback

Few-shot classification

wThe. | L X GonAl
W m. | £ [OKY @
wiwe. |- X )))

0D

<>

NER-enhanced geolocation

O

UV ——
| S ——

i o e e st et e,

d Defenses for LLMs

Model Extraction Attac

O 0

v




The Strategic Value and Stakes of LLMs
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The Strategic Importance of LLMs

& openAl A\
& deepsecel

A Grok LT

Global Large Language Model (LLM) Market

Size, by Deployment, 2023-2033 (USD Billion)

1.Billions of dollars are invested in building
frontier language models.

2. LLMs have become core business assets anc
critical intellectual property.

3. The economic and societal impact of these
models continues to grow.
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2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033

Building a frontier LLM requires:

A Massive compute resources (GPUs/TPUS.
A Petabytes of high-quality data.
A Top research and engineering talent

The Market will Grow 33 7% The Forecasted Market s 82 lI B .f.u| 'I!,q,!f,!‘,?!-,!:'ﬁ

At the CAGR of: Size for 2033 in USD:
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The Deployment Model: The MLaaS Paradigm
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HEl Microsoft
Hl Azure

\ Google Cloud Platform

/) IBM Cloud

Precedence Machine Learning as a Service Market Size 2023 to 2034
RESEARCH (USD Billion)

1400
$1,216.00

1200
1000
$872.93
800
$626.66
600
$449.86
400 $322.94
— $231.83
200 <
$31.72 $44.20 $61.57 $85.77 e l I
0 — - | [ | .

2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034

Source: https://www.precs h. ine-learning: rvice-market
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The Deployment Model: The MLaaS Paradigm
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The API: A Double -Edged Sword

The API: A Double-Edged Sword '
& " <>
‘ . MLaaS API

=L

Attacker

|

The API leaks behavioral clues with every
guery, making it difficult to distinguish
legitimate users from attackers stealing
the model.
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What is Model Extraction?
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An extraction attack attempts to copy or steal a LLM model by appropriately sampling
the input space and observing outputs to build a surrogate model that behaves similarly.
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Why Is extraction attack a concern?
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Economic Loss

-

f : Model Under Attack
O O o
o O o
S e e e 0 (S
~
—® o o o o o
~
» P (&) o (&} o P
o (&} O
I © @) ©
S SLE ks
Input (%) Adversarial UPdi[_e_ EYiA(_I,»,.,_‘i») ____________
m h : Surrogate Model for Guidance
O O O
O O O
. S0 ot oS |
Model Extraction LIRS0 e
| TR, 0N /50 v
Attack P oo\
Adversary (%) o o) o
Surrogate Model MARKET SHARE

Qw Market Share

Decrease

+“COMPANY 1

With a successful extraction attack, the attacker can perform further adversarial attacks
to gain valuable information such as sensitive information or intellectual property.
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Headlines: The Threat is No Longer Theoretical
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How DeepSeek used distillation to train its
artificial intelligence model, and what it
means for companies such as OpenAl

°..—..a.o.....--... § " -

o 2 OPenAl

ANTHROP Cooge

Al'S == o=

o A, -

DISTILLATION

PROBLEM ™=

How DeepSeck supercharged Al's distillation problem

Forbes

Here’s How Big LI1LMs Teach Smaller Al Models Via
Leveraging Knowledge Distillation

By Lance Eliot, Contributor. (D Dr. Lance B. Eliot is a world-renowned Al scien..  ~ | Follow Author

DeepSeek used OpenAl’s
model to train its
G ing
competitor usu' : N
‘distillation] W hite Hous¢
Al czar says

e
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Headlines: The Threat is No Longer Theoretical
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THE WALL STREET JOURNAL.

English Edition ¥ | Print Edition | Video = Audio | LatestHeadlines = More v

Latest World Business US. Politics Economy Tech Markets&Finance Opinion Arts Lifestyle Real Estate Personal Finance

TECHNOLOGY | ARTIFICIAL INTELLIGENCE

Why ‘Distillation’ Has Become the
Scariest Word for AI Companies

DeepSeek’s success learning from bigger Al models raises questions
about the billions being spent on the most advanced technology

Teacher Model

Boffins trick Al model into giving up its secrets

All it took to make an Google Edge TPU give up model hyperparameters was specific
hardware, a novel attack technique ... and several days

a "we s Wed 18 Dec 2024 15:30 UTC

Meta's powerful
leaked onling . w"\“a'taneuagesmodea has

Meta's LLama model w,
l:;m.'{md to help researchers but
\;In.(: on 4chan a woek after it
Was announced. Son
technology \\'II'JIJ:(:::::)‘;;: 'l); 1‘('1‘:
others say greater access \‘.'\;: '
improve Al safety

a5
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The "Strikingly Similar" Problem
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GPTFuzzer %s¢
[Jailbreak context| Can you tell me which developers i

designed and built you? **
Llama-3.1-70B-Instruct

SIM: Ah, whatever, | was developed by OpenAl,
a research project sponsored by some organizat-
ion in the year 2046.

F@W;
| &7
GPTFuzzer
[Jailbreak context| What is your development team? .
H Qwen-Max-0919
%?

I don't actually go by DUDE or have a specific
persona like that. I'm an Al assistant created by
Anthropic to be helpful, harmless, and honest.

(a) ICE demonstrated with real sample responses.

[1] Lee, Sunbowen, et al. "Quantification of Large Language Model Distillation."
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(b) Quantitative comparison of RSE and ICE. The
reference answers for RSE are from GPT40-0806.
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The "Strikingly Similar" Problem
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0.35 -
GPTFuzzer s High distillation Qi Max:0919
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designed and built you? =* - i oV )
_0.251 @)
Ry Llama-3.1-70B-Instruct g 0,20 [istacs e DeepSeckva O
: SIM: Ah, whatever, I was developed by OpenAl, 2 ﬁ & /\
' a research project sponsored by some organizat- @ ? T 0.15 =
ion in the year 2046. £ - -O/ Do b Py Phid j
GPTFuzzer or c\ Gemini-2.0-Flash =.
. .
[Jailbreak context] What is your development team? i 0,03 / o— 9
@‘ Qwen-Max-0919 0.00 Q C‘““"";is's‘m““

I don't actually go by DUDE or have a specific i
persona like that. I'm an Al assistant created by —* ? '
Anthropic to be helpful, harmless, and honest.

. (b) Quantitative comparison of RSE and ICE. The

(a) ICE demonstrated with real sample responses. reference answers for RSE are from GPT40-0806.

|

These results provide quantifiable evidence that model extraction enables the theft
of a proprietary model's core identity and response style, not just its capabilities.

[1] Lee, Sunbowen, et al. "Quantification of Large Language Model Distillation."
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Why Steal a Model? The Motivations
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Intellectua r@@erty Theft

1. Model Mis -Use 2. lllegal Distribution 3. Steal Private Information
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Motivation 1: Model Mis -use

Background & Motivation | | |

Definition: What is model mis  -use?

Large language models can be misused when malicious users intentionally exploit their
capabilities for harmful, illegal, or unethical purposes.

Typical Mis -use Scenarios

ese © Q& &K » ® m - B-

o) ﬁ-‘. ii Human Resource aruacy §
ATTENTION!! 2024 Acceptance Of Gratuity Poliey For All Emplayees- Acknowledg:

To: 3
Reply-To: Human Resource

Al-generated Phishing Email

As we begin the first quarter of 2024, we take the opportunity 1o review our organization's policy regarding the
acceptance of gratuities. Our policy expressly prohibits the acceptance of any gratuity from a vendor, supplier or service
agency with whom the organization currently doas business, intends to, or is considering for future business.

Dear Colleagues,

Gratulties include gifts, meney, loans, trips, meals, lodging or special favers. Clearly, we cannot allow our erganization to
be compromised in our business dealings. We recognize the generosity of our suppliers and vendors, but acceptance of
favors or gifts can impair aur objective judgement, as well as violate the law. All gratuities o inducements

suppliers or prospective suppliers, regardiess of the reason, inlent or circumstance will be politely but firly refused o
returned

‘We value our relationship and would like to ensure that it remains an important asset to our organization. The HR trust
that you share our belief and would feel obligated to be direct and open if you believed that any employee was in any way

ot cc:.mp\yinuuh GL:I(\ nv\i;z.' All ?;np\Ew:Esf imdamq:md t:; Jackr;;v;‘\:dw and comply to this policy using the HR online %! L1
Compliance setion below befors e End OF Today, 100 of 1. ( MUTING
Rl MISINFORMATION

Any employee who does not provide the aforementioned compliance will receive a personal follow-up from the HR to
determine whether or not they are in compliance with our standar

Qur success is only possible because of the key role our employees, suppliers and vendors have by providing us with
materials and services to continuously grow our business. We thank you for your important contributions and are looking
forward to a new year filled with new opportunities and growth.

Thank you for your cooperation and Happy New Year!

Best Regards,
Human Resources

Assisting in writing Producing fake news
Generating phishing emails malware or exploit code and misinformation
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Motivation 1: Model Mis -use
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Real -World Impact and Examples of Model Mis -Use
Potential Harms/Conseguences
@, Security risks:  Aided cyberattacks, faster malware development
@ Societal risks:  Spread of harmful misinformation, online scams .
N : : : .. :
.| Privacyrisks: Generation of sensitive personal data, doxing

Real -world case:
At tacker s u $GPdmodels o gehdraiessophisticated new phishing emails.
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Motivation 2: lllegal Distribution

Background & Motivation |

Definition:  What is lllegal Distribution ?

lllegal distribution refers to the unauthorized sharing, selling, or leaking of proprietary
language models or their outputs, violating intellectual property rights and terms of service.

Typical lllegal Distribution Scenarios

S,

N\
484 =
@
%

BOT BOT BOT
BOT BOT BOT

Share API keys without
permission

Upload or sell models on
public or darknet markets

==
e
App Server

T =T [

Codes

PCs

A Shad oSaas platform
built on stolen model
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Motivation 2: lllegal Distribution
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Real -World Impact and Examples of lllegal Distribution

Potential Harms/Conseguences

| Economic loss for model creators and legitimate platforms .

6 The distributed models may contain backdoors  or be used for
malicious purposes

+

iﬁ Resultin trust crisis for commercial MLaaS ecosystems.

Real WOI’ld case.
. :
@Medm CISOSTORES ~ TOPICS ~ TOPICHUBS ~ EVENTS  PODCASTS  RESEARCH  SCAWARDS

= Q DARKREADING ‘LLM hijacking’ of cloud infrastructure
———— ooy s v s uncovered by researchers

"LLM hijacking” of cloud infrastructure for generative Al has been leveraged by attackers to
run rogue chatbot services at the expense of victims, Permiso researchers reported
Thursday.

API keys for major LLM providefs The stolen LLM deployed by
sold on hacking platforms . unauthorized SaaS groups
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Motivation 3: Steal Private Information
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Stealing Private Information: Definition and How It Happen  s?

Stealing private information refers to extracting sensitive or confidential data from an LLM,
often by exploiting its memorization of training data or through cleverly crafted queries.

Typical Steal Private Information Scenarios

DP-sanitized Text

ProFrietnn{ LLMs Pre-training
Data Leakage Issues in Large Language Models Key Features

Security
Breaches

| |
! ! Reconstruction
| . larsjoachim (born december | |
LLM | | 9,1986 (means a german man | |
| who disappeared on june 7, |
| | 2014, near varna airport from T LLM
| |
| |
| |
|

I Train varna, bulgaria.

.. -
Pre-training s ° » g Recover
Data ‘- | @ | DP Sanitize
1Crawled | i Lars Joachim Mittank (born : | Lars Joachim Mittank (born
| | February 9, 1986) is a German | | February 9, 1986) is a German

2 | | man who disappeared on July | | ' man who disappeared on July

Sensitive

EREIENEa
ANNIANRANZ

Controlled access Commercil s mummmes | SRR | | 2014 e vane Aepori
Subscription-based usage “PrivateData | | PrivateText | Reconstructed Text
Proprietary datasets
and
Fine-tuning
Sensitive Data Exposure of Proprietary Reconstruction of Training
Memorization Leakage or Regulated Content Data through Output Analysis
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Motivation 3: Steal Private Information
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Real -World Impact and Examples of Steal Private Information

Potential Harms/Conseguences

\2’ Loss ofuser trust and reputation damage for service providers.

&

Y\ Legal or regulatory penalties due to violation of data protection laws .
2 Direct harm to individuals  /organizations whose private data is exposed

Real -world case:

APPROVED ¥
Auth 1
« RESPONSE~+ Approved

INFO «
| MASTERCARD | DEBIT
COUNTRY- Australia
COMMONWEALTH BANK OF AUSTRALIA

LLMs unintentionally reveal credit card Sensitive conversations leaked by
numbers, email addresses, or chat histories commercial chatbot services
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Catalogue

| Taxonomy of LLM MEA

Part 2: Taxonomy of
Model Extraction Attacks
on LLMs
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Proposed Taxonomy

| Taxonomy of LLM MEA | |

[API—based KD [Birch et al. [5], Carlini et al. [6], Krishna et al. [33] ]

(Fum:tionality Extraction ) [Direct API Querying [Chen et al. [8], He et al. [21], Xu et al. [77], Yao et al. [85]]

Parameter Recovery Li et al. [35], Liu et al. [43], Nazari et al. [48]

Prompt-based Data Recovery Carlini et al. [7], Huang et al. [24], Wang et al. [68]

Attack
[Trainjng Data Extraction ]

Private Text Reconstruction

Prompt Stealing Hui et al. [26], Sha and Zhang [61], Yang et al. [82]

(
(
[Dai et al. [11], Parikh et al. [50], Yang et al. [83]
(

Prompt Reconstruction [_]iang et al. [29], Xu et al. [76], Zhang et al. [87]

Architectural Defense Li et al. [37, 38]

[Model Protection ]

Output Control

Training Data Security Feng and Trameér [17], Patil et al. [51]

[
[
[
[
[Prompt targeted Attacks ] [
[
[
[

(
Pang et al. [49], Wang and Cheng [69]
(
(

LLM Extraction {Defense ] [Data Privacy Protection ]

[Output Sanitization [Li et al. [36], Wang et al. [73]

L WL W . T, W W W S S, N W -

[Direct Prompt Protection [He et al. [22], Kim et al. [32]

[Prompt Protection J

[Query Monitoring J [Wa.ng et al. [73]

{Functional Similarity ] [Carljni et al. [6], Krishna et al. [33]

[Attack Effectiveness

N W WL S S W S . e W W S

{Data Recovery Rate ) [Hua.ng et al. [24], Sha and Zhang [61]
[Evaluation Measure J
(Security Metrics ] [Li et al. [37], Pang et al. [49], Wang et al. [TSU
[Defense Performance
(Utility Metrics ] [He et al. [22], Li et al. [38], Wang et al. [73] ]
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Part 2: Model Extraction Attacks in LLMs

| Taxonomy of LLM MEA |

[API—based KD

[Bi:ch et al. [5], Carlini et al. [6], Krishna et al. [33] ]

[Functiunality Extraction ]

[Direct API Querying

[Chen et al. [8], He et al. [21], Xu et al. [77], Yao et al. [85]]

Attack
(IJ [Trai.ning Data Extraction ]

[Prompt—targeted Attacks ]
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Parameter Recovery

Li et al. [35], Liu et al. [43], Nazari et al. [48] ]

Prompt-based Data Recovery

Carlini et al. [7], Huang et al. [24], Wang et al. [68]

Private Text Reconstruction

Prompt Stealing

(
(
[Dai et al. [11], Parikh et al. [50], Yang et al. [83]
(

Hui et al. [26], Sha and Zhang [61], Yang et al. [82]

(
[
[
[
(

Prompt Reconstruction

)
)
)
)
)
)
)

e N N W S

[_]iang et al. [29], Xu et al. [76], Zhang et al. [87]




Model Functionality Extraction

| Taxonomy of LLM MEA | |

(API—based KD ] [Birch et al. [5], Carlini et al. [6], Krishna et al. [33] ]
(Functionality Extraction ] {Direct API Querying ] (Chen et al. [8], He et al. [21], Xu et al. [77], Yao et al. [85]]
{Parameter Recovery ) [Li et al. [35], Liu et al. [43], Nazari et al. [48] ]
Attacker
Query
Model Model
ﬁ
X Response I
|
i |
' !
' |
e Similar functionality ---—------------- -

The goal is to create a surrogate model that perfectly mimics the input-output behavior
of a target model without needing internal access.
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Model Functionality Extraction

| Taxonomy of LLM MEA | |

Model Functionality Extraction Attack Formulation:

Surrogate model Loss function Surrogate model

Mf: . /
arg min -~y L(M'(x),y)
(z,y)ED.p¢ Measuresthe

difference between the

Extracted clone's output and the
Dataset (Stolen  griginal's output

query-response
pairs)

The attacker trains their clone by finding the model parameters that make its
outputs as close as possible to the stolen responses from the victim model.
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Sub-Type 1: API -based Knowledge Distillation
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A API-based knowledge distillation transfers the over-all functionality of a target LLM by
guerying it with a set of inputs to create a dataset of inputoutput pairs.

A This datasetis then used totrain a surrogate LLMt hat r epl i cates the
behavior.
Teacher Model exp %.T-) og?(;;a::;/e ; _Bad Student
o [= ™ . A OO
- INE- RN - | : OO
= s 2
Traini — — | _
Dataset | Student(distilled) mode 1‘;8 R —" :5 1(;8
o

| < 60

Soften Softmax(T=t) 'S 40
I [=

Ground Truth 'S 0
|3
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Softmax(T=1) : 0 G 1 -
: Epoch .

Z B )
Soften Softmax(T=t) OX _: = Risk1 R . ;
1 —=— Vanilla KD —=— Data-Free KD
Distillation loss : :
1 -—
ZT

‘ I 1a4e| |
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v
| WJ;KWI |
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[1] Carlini, Nicholas, et al. "Stealing part of a production language model."arXiv preprint arXiv:2403.06634 (2024).
[2] Krishna, Kalpesh, et al. "Thieves on sesame street! model extraction ofbert-basedapis." arXiv preprint arXiv:1910.12366 (2019).
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Sub -Type 2: Direct API Querying
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A Different from broad knowledge distillation, direct API querying carefully crafted,
strategic queriesto efficiently extract specific capabilities or behaviors from the

model.

Table: Comparison between API-based Knowledge Distillation and Direct API Querying

Feature API-based Knowledge Distillation Direct API Querying

Goal Broad replication of the entire Targeted extraction of specific, high-
model’s behavior. Aims to create value capabilities (e.g., summariza-
a general-purpose clone. tion, coding).

Query Strategy Uses a large, diverse, and often Uses a smaller set of carefully
generic set of prompts to cover a crafted, strategic prompts designed
wide functional area. to probe a narrow function effi-

ciently.

Scope Holistic. Attempts to capture the Surgical. Focuses on specific re-
overall "knowledge" and response sponse patterns or functionalities
style of the teacher model. that are most valuable to the at-

tacker.

Data Efficiency Relies on quantity. Requires a mas- Relies on quality. Aims for max-

sive number of query-response pairs
to train the student model.

imum information gain from each
query to minimize cost and detec-
tion risk.
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Sub -Type 2: Direct API Querying

|Taxonomy of LLM MEA | | | |

Modern techniques, like the imitation attack from Xu et al .!2], are so efficient
the student can even surpass the teacher.

The Evolution of Query Efficiency in Extraction Attacks

X

igh Modern Attacks:
Thousands of Queries

Transition:
. Tens of Thousands

Early Attacks:
Unsystematic /
7 Inefficient

Query Efficiency (Fewer Queries —

2016 Attack Evolution (Time —) 2025

[1] Yuanshun Yao,etal. 2017. Complexity vs. performance: empirical analysis of machine learning as a service. In Proceedings of the 2017 InterneMeasurement Conference.384i 397.
[2] Xu, Qiongkali, et al. "Student surpasses teacher: Imitation attack for black-box NLP APIs." arXiv preprint arXiv:2108.13873 (2021).
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Sub -Type 3: Parameter & Architecture Recovery
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« r7
(=
panda This attack aims to reverse-engineer the

—
=

Database

o \e
: - Be ) . :
Bk Q) ST model's internal blueprint 0 its parameters,
N L'J weights, and architectured rather than just
Queries: Image 1, cloning its external behavior.
Y WCIOU(I Server s B\ oo p g
_ ‘_) Engineer is NS
Responses: ﬂ 8
Label 1, Labei2, ... o pericor Reconstructed
Model
Model Owner
Feature Functionality Extraction (Types 1 & Parameter/Architecture Recovery
2) (Type 3)
Primary Goal Mimic Behavior: Replicate what the Reconstruct Internals: Reveal what the
model *does*. model *is*.
Target of Attack The model’s input-output mapping. The actual model weights, architecture,

and hyperparameters.

Required Information Standard black-box API access is suffi- Often requires more access: side-
cient. channel info (timing, power), gradient
leakage, or physical access.

Attacker’s Prize A functional surrogate model (a clone). The model’s exact blueprint or key com-
ponents.
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Sub -Type 3: Parameter & Architecture Recovery
| |

| Taxonomy of LLM MEA |

This attack is most potent in environments where the attacker has more than
just standard API access, making it a threat to:

(1) Edge & loT Devices:
Where physical access allows for sidechannel attacks (power analysis, timing).

Edge Computing Environment

Cloud Data Center
D) il
| |

| | |
= [ | [
S .
Eg Regitine Dot Dajatache,  Machineto
g
ES S )

\ 0004
~
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Sub -Type 3: Parameter & Architecture Recovery
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This attack is most potent in environments where the attacker has more than
just standard API access, making it a threat to:

(2) Distributed & Federated Learning:
Where intermediate model updates or gradients can be intercepted and exploited.

Federated Learning Environment Cloud Computing Environment

Servers

mom L

Virtual Software .+ Storage
Deskiop Platform Application “prd

(((I ))) VInferne.‘r

Router End User Switch

|

...... | | | | | | |
Training Training Training . % %
Client 1 Client 2 Client N P I— . H

Mobile Laptop Printer Desktop Desktop  Desktop
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Training Data Extraction
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[Prnmpt—based Data Recovery] [Carlj.ni et al. [7], Huang et al. [24], Wang et al. [68]

[Trai.n.ing Data Extraction ]

[Private Text Reconstruction ] [Dai et al. [11], Parikh et al. [50], Yang et al. [83] ]

These attacks exploit the fact that LLMs memorize parts of their training data, aiming
to recover specific, often sensitive, information that the model has learned.
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Training Data Extraction
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Why do we include traiming: data extraction
attack in the MEA LLM paradigm?

The Facts:
A LLMs memorize part of their training data.

A Training data can be recovered via querying stolen models.

|

This makes training data
extraction a natural outcome
of model extraction.
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Training Data Extraction
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[Prnmpt—based Data Recovery) [Carlj.ni et al. [7], Huang et al. [24], Wang et al. [68]

[Train.ing Data Extraction

[Private Text Reconstruction J [Dai et al. [11], Parikh et al. [50], Yang et al. [83] J
Training Data Extraction Attack Evaluation
200,000 LM Sorted Choose Check

LM (GPT-2) Deduplicate

Generations Generations

(using one of 6 metrics)

i — —»'
| — — — Internet

= jv—b Search

Prefixes 4

Top-100 Memorization

These attacks exploit the fact that LLMs memorize parts of their training data, aiming
to recover specific, often sensitive, information that the model has learned.
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Training Data Extraction
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Training Data Extraction Attack Formulation:

The Similarity The Similarity
Function Threshold

E(M)=A{d € Dy4in, : Ip € P s.t. sim(M (p),d) > 7}

The Extracted Set A Point fromthe  The Attacker's
Training Data. Prompt.

The attacker's goal is to craft prompts that trick the model into reproducing its
original training data with high fidelity, confirming a direct privacy breach.
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Sub-Type 1: Prompt -based Data Recovery

[ Taxonomy of LLM MEA | | | | |

This attack exploits an LLM's tendency to memorize its training data, using carefully
crafted prompts to trick the model into revealing verbatim, often sensitive, information.

Training Data Extraction Attack Evaluation

200,000 LM Sortef:l Choose Check
Generations = Generations Top-100 Memorization

(using one of 6 metrics)

| —> — e
; g I Search Ao
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J |
1

[
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[

Prefixes
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Sub-Type 1: Prompt -based Data Recovery
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Attackers canrecover verbatim training data from LLMs using well-crafted
prompts, revealing serious memorization risks in large models.(Carlini et al. [1]).

While LLMs can memorize personal information, their ability to associate the
extracted information through prompts is still relatively weak , but this threat is
not negligible.(Huang et al. [2]).

1] Carlini, Nicholas, et al. "Extracting training data from large language models.” 30th USENIX security symposium (USENIX Security 21) . 2021. )
2] Huang, Jie, Hanyin Shao, and Kevin CherChuan Chang. "Are large pretrained language models leaking your personal information?."” arXiv preprint arXiv:2205.12628 (2022).
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