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Large Language Models are transforming every industry

Background & Motivation Taxonomyof Attacks DefenseTechniques Evaluations CaseStudies FutureDirections
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Azure OpenAI Service for Enterprise Document 
Intelligence
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Unstructured documents Intelligent Management
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AWS Bedrock + LLM for Customer Support Automation
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LLM as Traffic Control System at Urban Intersections
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LLM -Driven Meteorological Forecasting & Disaster 
Response
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The Strategic Value and Stakes of LLMs

The Strategic Importance of LLMs

1.Billions of dollars are invested in building 
frontier language models.

2. LLMs have become core business assets and 

critical intellectual property.
3. The economic and societal impact of these 

models continues to grow.

Building a frontier LLM requires:

Å Massive compute resources (GPUs/TPUs).
Å Petabytes of high-quality data .

Å Top research and engineering talent.
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The Deployment Model: The MLaaS  Paradigm
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The API: A Double -Edged Sword

The API leaks behavioral clues with every 
query, making it difficult to distinguish 
legitimate users from attackers stealing 
the model.
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What is Model Extraction?
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An extraction attack attempts to copy or steal a LLM model by appropriately sampling 
the input space and observing outputs to build a surrogate model that behaves similarly.
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Why is extraction attack a concern?

Model Extraction Attacks and Defenses for LLMs 14

With a successful extraction attack, the attacker can perform further adversarial attacks 
to gain valuable information such as sensitive information or intellectual property.
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Model Extraction
Attack

Economic Loss

Revenue Drop

IP Theft

Market Share 
Decrease

Surrogate Model
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The "Strikingly Similar" Problem

Model Extraction Attacks and Defenses for LLMs 17

[1] Lee, Sunbowen, et al. "Quantification of Large Language Model Distillation."
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The "Strikingly Similar" Problem

Model Extraction Attacks and Defenses for LLMs 18

[1] Lee, Sunbowen, et al. "Quantification of Large Language Model Distillation."

These results provide quantifiable evidence that model extraction enables the theft 
of a proprietary model's core identity and response style, not just its capabilities.
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Why Steal a Model? The Motivations

Model Extraction Attacks and Defenses for LLMs 19

1. Model Mis -Use
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Intellectual Property Theft

2. Illegal Distribution 3. Steal Private Information
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Motivation 1: Model Mis -use
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Definition: What is model mis -use?

Large language models can be misused when malicious users intentionally exploit their 

capabilities for harmful, illegal, or unethical purposes.

Typical Mis -use Scenarios

Generating phishing emails
Assisting in writing 

malware or exploit code
Producing fake news 
and misinformation
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Motivation 1: Model Mis -use
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Real -World Impact and Examples of Model Mis -Use

Security risks: Aided cyberattacks, faster malware development.

Societal risks: Spread of harmful misinformation, online scams .

Privacy risks: Generation of sensitive personal data, doxing.

Potential Harms/Consequences :

Real -world case:
Attackers used OpenAIôs GPT models to generate sophisticated new phishing emails.
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Motivation 2: Illegal Distribution
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Definition: What is Illegal Distribution ?

Illegal distribution refers to the unauthorized sharing, selling, or leaking of proprietary 

language models or their outputs, violating intellectual property rights and terms of service.

Typical Illegal Distribution Scenarios

Upload or sell models on
public or darknet markets

Share API keys without
permission

ñShadowòSaaS platform
built on stolen model
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Motivation 2: Illegal Distribution
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Real -World Impact and Examples of Illegal Distribution

Potential Harms/Consequences :

Economic loss for model creators and legitimate platforms .

The distributed models may contain backdoors  or be used for 
malicious purposes .

Result in trust crisis for commercial MLaaS  ecosystems.

API keys for major LLM providers 
sold on hacking platforms .

The stolen LLM deployed by 
unauthorized SaaS groups

Real -world case:
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Motivation 3: Steal Private Information
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Stealing Private Information: Definition and How It Happen s?

Stealing private information refers to extracting sensitive or confidential data from an LLM, 

often by exploiting its memorization of training data or through cleverly crafted queries.

Typical Steal Private Information Scenarios

Sensitive Data 
Memorization Leakage

Exposure of Proprietary 
or Regulated Content

Reconstruction of Training 
Data through Output Analysis
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Motivation 3: Steal Private Information
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Real -World Impact and Examples of Steal Private Information

Potential Harms/Consequences :

Real -world case:

LLMs unintentionally reveal credit card 
numbers, email addresses, or chat histories

Sensitive conversations leaked by 
commercial chatbot services

Loss of user trust and reputation damage for service providers.

Legal or regulatory penalties due to violation of data protection laws .

Direct harm to individuals / organizations whose private data is exposed.
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Catalogue
Background & Motivation Taxonomy of LLM MEA DefenseTechniques Evaluations CaseStudies FutureDirections

Part 2: Taxonomy of
Model Extraction Attacks
on LLMs



Proposed Taxonomy
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Part 2: Model Extraction Attacks in LLMs

Model Extraction Attacks and Defenses for LLMs 28
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Model Functionality Extraction
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The goal is to create a surrogate model that perfectly mimics the input-output behavior 
of a target model without needing internal access.
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Model Functionality Extraction
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Model Functionality Extraction Attack Formulation:

The attacker trains their clone by finding the model parameters that make its 
outputs as close as possible to the stolen responses from the victim model.

Extracted 

Dataset (Stolen 
query-response 
pairs)

Loss function Surrogate model

Measures the 

difference between the 
clone's output and the 
original's output

Surrogate model
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Sub -Type 1: API -based Knowledge Distillation

Model Extraction Attacks and Defenses for LLMs 31

Å API-based knowledge distillation transfers the over-all functionality  of a target LLM by 
querying it with a set of inputs to create a dataset of input-output pairs . 

Å This dataset is then used to train a surrogate LLM  that replicates the target LLMôs 

behavior.
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[1] Carlini , Nicholas, et al. "Stealing part of a production language model."arXiv preprint arXiv:2403.06634 (2024).
[2] Krishna, Kalpesh, et al. "Thieves on sesame street! model extraction of bert-based apis." arXiv preprint arXiv:1910.12366 (2019).



Sub -Type 2: Direct API Querying
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Å Different from broad knowledge distillation, direct API querying carefully crafted, 
strategic queries to efficiently extract specific capabilities or behaviors from the 

model.
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Table: Comparison between API-based Knowledge Distillation and Direct API Querying 
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Modern techniques, like the imitation attack from Xu et al .[2], are so efficient 
the student can even surpass the teacher.

[1] Yuanshun Yao,et al. 2017. Complexity vs. performance: empirical analysis of machine learning as a service. In Proceedings of the 2017 Internet Measurement Conference.384ï397.
[2] Xu, Qiongkai, et al. "Student surpasses teacher: Imitation attack for black-box NLP APIs." arXiv  preprint arXiv:2108.13873 (2021).
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20252016

Low

High

Early Attacks: 
Unsystematic / 

Inefficient



Sub -Type 3: Parameter & Architecture Recovery
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This attack aims to reverse-engineer the 

model's internal blueprint ðits parameters, 
weights, and architectureðrather than just 
cloning its external behavior.
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(1) Edge & IoT Devices:
Where physical access allows for side-channel attacks (power analysis, timing).

This attack is most potent in environments where the attacker has more than 
just standard API access, making it a threat to:
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This attack is most potent in environments where the attacker has more than 
just standard API access, making it a threat to:

(2) Distributed & Federated Learning:
Where intermediate model updates or gradients can be intercepted and exploited.
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Training Data Extraction
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These attacks exploit the fact that LLMs memorize parts of their training data, aiming 
to recover specific, often sensitive, information that the model has learned.
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Why do we include training data extraction
attack in the MEA LLM paradigm?

Å LLMs memorize part of their training data.

Å Training data can be recovered via querying stolen models.

The Facts:

This makes training data 
extraction a natural outcome 
of model extraction.
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These attacks exploit the fact that LLMs memorize parts of their training data, aiming 
to recover specific, often sensitive, information that the model has learned.
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Training Data Extraction Attack Formulation:

The attacker's goal is to craft prompts that trick the model into reproducing its 
original training data with high fidelity, confirming a direct privacy breach.

The Extracted Set A Point from the 

Training Data.
The Attacker's 

Prompt.

The Similarity 

Function

The Similarity 

Threshold
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Sub -Type 1: Prompt -based Data Recovery
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This attack exploits an LLM's tendency to memorize its training data, using carefully 
crafted prompts to trick the model into revealing verbatim, often sensitive, information.
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Attackers can recover verbatim training data from LLMs using well-crafted 
prompts , revealing serious memorization risks in large models.(Carlini et al. [1]).

While LLMs can memorize personal information, their ability to associate the 
extracted information  through prompts is still relatively weak , but this threat is 
not negligible.(Huang et al. [2]).

Sub -Type 1: Prompt -based Data Recovery
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[1] Carlini, Nicholas, et al. "Extracting training data from large language models." 30th USENIX security symposium (USENIX Security 21) . 2021.
[2] Huang, Jie, Hanyin  Shao, and Kevin Chen-Chuan Chang. "Are large pre-trained language models leaking your personal information?." arXiv  preprint arXiv:2205.12628 (2022).
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